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Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), Business Network Long Distance, Inc. hereby
submits its AImuaI64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional infonnation,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

#, .

;J'M. Steinhart
A ·eyfor

siness Network Long Distance, Inc.

Enclosures
cc: Brian H. Curtiss
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I, Brian H. Curtiss, President of Business Network Long Distance, Inc., certify that I am
an officer of the company named above, and acting as an agent of the company, that I
have personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the Commission's ePNI rules. See 47 C.F.R §
64.2001 el seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how Business Network Long Distance, Inc. 's procedures ensure that the company is in
compliance with the requirements set forth in Section 64.2001 el seq. of the
Commission's rules.

N'~'B&r--Title: President

FCC Annual Filing
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Annual 47 C.F.R. § 64.2009(e) CPNI Certification

EB Docket 06·36

Business Network Long Distance, Inc. has not taken any actions (proceedings
instituted or petitions filed by a company at either state commissions, the court system, or
at the Commission against data brokers) against data brokers in the past year. Companies
must report on any information that they have with respect to the processes pretexters are
using to attempt to access CPN! , and what steps companies are taking to protect CPN!.

Business Network Long Distance, Inc. has not received any customer complaints
in the past year concerning the unauthorized release of CPN! (number of customer
complaints a company has received related to unauthorized access to CPN!, or
unauthorized disclosure of CPNI, broken down by category or complaint, e.g., instances
of improper access by employees, instances of improper disclosure to individuals not
authorized to receive the information, or instances of improper access to online
information by individuals not authorized to view the information).

Si""d {/;Jfr
Brian H. Curtiss, President

FCC Annual Filing
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Exhibit A

Business Network Long Distance, Inc.

Compliance Requirements



Business Network Long Distance, Inc.
1400 Sixteenth Street, Suite 400

Denver, Colorado 80202

Compliance Requirements

Business Network Long Distance, Inc. ("Company") maintains the following operating procedures to ensure
compliance with the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Section 64.2005 Use of cnstomer proprietary network information withont customer
approval.

•

(a) Any telecommullications carrier may lise, disclose, or permit access to CPN! for the purpose of
providing or marketing scrvice offerings among the categories of service (i.e., loca~ interexchange, and
CMRS) to which the customer already subscribes from the same calTler, without customer approval.

(1) If a telecommunicatious carrl<>r provides different categories of serviee, and a customer
subsrnbes to more than one category of service offered by the carrier, the carrier is permitted to sbare
CPNI among the carrier's affiliated entities that pl'ovide a service offering to the customer.

(2) Ifa telecommunications carrier provides different categories of service, but a customer does
not subscribe to more ilian one offering by tbe carrier, the carrier is not permitted to share CPN! with its
affiliates, except as provided in §64.2007(b}.

(b) A telecommunications carrier may not use, disclose, or pennit acce" to CPN! ro market to a
'customer service offerings that are within a cat.gory of service to Which tbe subscriber does not already
subscribe from that celTl.r, uniess tbat carrier has customer approval to do so, except as described in
pro:agraph(c) ofthis secllon.

(I) A wireless provider may use, disclose, or permit access to CPNI derived from its provision of
CMRS, without customer approval, fur the provision of CPE and information service(s). A wil'eline calTler
may use, disolose 01' permit access to CPN! derived from its provision of locill exchange service,or
lnterexchange serviee, withont customer approval, for tile provision of CPE and call answering, voioe mail
or messaging, voice stomge and retrieval services, fax store and forward, and protocol conversion.

(2) A telecommunioations carrier may not use, disclose, or permit access to CPN! to identify or
track custom"'~ that call competing service providers. For example, a local exchange carrier may not use
local service CPN! ro track all customers that call local service competit<>rs.

(c) A telecommunications carrier may use, disclose, or pennit access to CPNI, without customer
approval, as described in this paragraph (c).

(I) A teleconununicatioDS carrier may use, disclose, or pennit access to CI'Nl, without customer
approval, ht its provisiQn of inside. wiring installation, m.aintenance, and repair services.

(2) CMRS providers may use, disclose, or pennit access ro CPNI for the PUIPose ofconductiog
research on the health efl'ects ofCMRS.



(3) LECs, CMRS providers, and interconnected VolP providers may use CPNI, without customer
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed
dialing, computer-provided directory assistance, call monitoring, call tracing, call blocking, call return,
repeat dialing, call tracking, call waiting, caller J.D., call forwarding, and certain Centrex features.

(d) A teleconnnunications carrier may use, disclose, or pennit access to CPNI to protect the rights
or_~ ofthe carrier, or to protect ~~.!hose services and other carriers from fraudulent, abusive, or
unlawful use of~ or SUbscription to) such servICeS.

The Company has adopted specific CPNI policies to ensure that, in the absence ofcustomer approval,
CPNI Is only used by tI,e Compwly to provide or market service offerings amollg the categories of
service (Le., local, ulterexchange, alld CMRS) to which the customer already subscribes. The
Company's CPNI policfus prohibit tI,e sharillg of CPNI with affiliated compallies, except as permitted
under l/.uk 64.2005(a)(l) or with customer approval pursuant to l/.ule 64.2007(b). Theollly exceptiolls
to these policieS are as permitted IIIlder 47 U.S.c. § 222(d) andl/.ule 64.2005.

Section 64.2007 Approval required for use of customer proprietary network information.

(a) A telecommunications carrier may obtain approval through written, oral or electronic
methods.

(1) A telecommunications carrier relying on oral approval shall bear the burden ofdemonstrating
that such approval has been given in compliance with the Commission's mles in this part.

(2) Approval or disapproval to use, disclose, or permit access to a customer's CPNI obtained by e
telecommunications carrier must remain in effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral, written or
electronic, for at least one year.

lit all clrcumstallces where customer approval is required to use, discwse or permit access to CPNI, the
Company's CPNIpolicies require illat the Company obtaill customer approval through writtell, oral or
ekctrollic methods III compliance with 1/.1I1e 64.2007. A customer's approval or disapproval remaills in
effect Ulltil the customer revokes or limits il,e approval or disapproval. The Company mailttaills records
ofcustomer approval (wlzether written, oral or electrolllc) for a minimum ofO1/eyear.

(b) Use ofOpt-Out and Opt-In Approval Processes. A telecommunications carrier may, subject
to opt-out approval or opt-in approval, use its customer's indIvidually identifiable CPNI for the purpose of
marketing commuuicatlons-related services to that customer. Atelecommunications carrier may, subject to
opt-out approval or opt-in approval, disclose its customer's individually identifiable CPNl, for the purpose
of mal1ceting communications-relaled services to that customer, to its agents and its affiliates that provide
communications-related services. A telecommunications carrier may also pemJit such person or entities to
obtain access to SUch CPNI for such purposes. Except for use and disclosure of CPNI that is pennitted
without customer approval under section §64.2005, or that is described in this paragraph, Or as oHlerwise
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or permit access to it~ customer's individually identifiable CPNI subject to opt-in
approval.

The Company does 1I0t use CPNI for any purpose (Including marketlllg communications-related
services) al/(I does not disclose or gra/lt access wCPNI to any party (1lICludlllg to agellts or ajJililltes that
provide commullications-related services), @xept as permitted under 47 U.S.C. § 222(d) alld Rule
64.2005.
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Section 64.2008 Notice required for use of customer proprietary network information.

•

(a) Notification, Generally. (1) Prior to any solicitation for customer approval, a
telecominunications carrier must provide notification to the customer ofthe customer's right to restrict use
of, disclose of, and access to that customer's CPNI.

(2) A telecommunications carrier must maintain records of notification, whether oral, written or
-----"'e"'I"'ec"'tr"'o"'n"lc,:-c,rorii'i least one year.

(b) Individual notice to customers mnst be provided when soliciting approval to use, disclose, or
permit access to customers' CPNI.

(c) Content ofNotice. Customer notification mnst provide sufficient infonDation to enable the
customer to make an informed decision as to whether to permit a carrier to nse, disclose, or permit access
to, the customer's CPNI.

(I) The notification must state that the customer has a right, and the can'ier has a duty, under
federal law, to protect the confidentiality ofCPNI.

(2) The notification must specify the types of information that constitute CPNI and the specific
entities that will receive the CPN!, describe the purposes for which CPNI wiU be used, and inform the
customer ofhis or her right to disapprove those uses, and deny or withdraw access to CPNI at any time.

(3) TIle notiticationmust advise the customer of the precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly slate that a denial of approval wiU not affect the
provision of any services to which the customer subscribes. However, carriers may provide a brief
statement, in a clear and neutral language, describing conseqnences directly resulting from the iack of
access to CPNL

(4) The notification must be comprehensible and must not be misleading.

(5) If written notification is provided, the notice mnst be clearly legible, use sufficiently large
,type, and be placed in an area so as to be readily apparent to a customer.

(6) If any portion of a notification is tninslated into another language, then all portions of the
notitication must be translated into that language.

(7) A carrier may state in the notification that the customer's approval to use CPNI may enhance
the carrier's ability to offer products and services tailored to the customer's needs. A carrier also may state
in the notification that it may be compelled to disclose CPNI to any person upon affirmative written request
by the customer.

(8) A carrier may not include in the notification any statement attempting to enconrage a customer
to freeze tl,ird-party access to CPNL

(9) The notification must state that any approval, or denial of approval for the use of ePNI
outside ofthe service to which the customer already subscribes from that carrier is valid outi! the customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunications carrier's solicitation for approval must be proximate to the
notification ofa cn.'tomer's CPNI rights.

The Company's CPNI policies require that customers be notified Of their rigllts, and tlle Company's
obligations, with respect to CPNIprior to any sol/eiMionfor customer approval All reqUired customer
Ilotices (whether written, oral or electronic) comply wiOI tile requirements Of Rule 64.2008. The
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•

Company maintains records of all required customer notices (whether writlen, oral or eleclronic) for a
minimum ofone year.

(d) Notice Requirements Specific to Opt-Out. A telecommunications carrier must provide
notification to obtain opt-out approval through electronic or written methods, but not by oral
communication (except as provided in paragraph (f) of this section). The eontents of any such notification
must comply with the requirements ofparagraph (c) of this section.

(1) Carriers must wait a 30-day minimum period of time after giving customers notice and an
opportunity to opt-out before assuming customer approval to use, disclose, or permit access to CPNI. A
carrier may, in its discretion, provide for a longer period. Carriers must notify customers as to the
applicable waiting period for a response before approval is assumed.

(i) In the case ofan electronic form of notification, ille waiting period shall begin to run from the
date on which the notification was sent; and

(li) In the case of notification by mail, illc waiting period shall begin to run on the illird day
following the date that the.notification was mailed.

(2) Carriers using the opt-oot mechanism must provide notices to their customers every two
years.

(3) Telecommunications carriers that use e-mail to provide opt-out notices must comply with the
following requirements in addition to ille requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval from consumers to seud notices via e
mail regarding their service in general, or CPNI in particular;

(li) Carriers must allow customers to reply directly to e-mails containiug CPNI notices in order to
opt~out~

(iii) Opt-out e-mail notices that are returned to ille carrier as undeiiverable must be sent to tbe
.customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNI notices must ensure that the subject line oftbe message
clearly and accurately identifies the subject matter ofthe e-mail; and

(v) Telecommunications carriers must make available to every customer a method to opt-out that
is of no additional cost to the customer and that is available 24 hours a day, seven days a week. Carriers
may satisfy this requirement through a combination of methods, so long as all customers have the ability to
opt-out at no cost and are ahle to effectuate that choice whenever they choose.

The Company does nol currelltly solicit"opt out" customer approvalfor the use or disclosure of CPNL
Tlte Compally does 1101 use CPNI for any purpose (including marketillg coltUnrmicalions-relaled
services) IllId does nol disclose or grant access 10 CPNllo any party (includillg 10 agellls or affiliates Ilrat
provide comlllunicaliolls-relaled services), excepl as permitted under 47 U.S.C ,/i 222(d) and Rnle
64.2005.

(e) Notice Requirements Specific to Opt-ln. A telecommunications carrier may prOVide
notification to obtain opt-in approval wough oral, written, or electronic method,. The contents ofany such
notification must comply with tbe requirements ofparagraph (c) ofiliis section.

The Company does 1I0t Cnffel1tl,y solicit "opt in" cuslomer approval for the use or disclosure Of CPNI.
The Company does not use, disclose or grlllli access to CPNI for allY purpose, 10 any party Of ill allY
manner tflut would require a customer's "opt ill" approval under the Commission's CPNI Rules.
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(I) Notice Requirements Specific to One-Time Use ojCPNI. (I) Cartiers may use oral notice to
obtain limited, one-time use of CPNI for inbound and outbound customer teiephone contacts for the
duration'ofthe call, regardless of whether carriers use opt-out or opt-in approval based 011 the nature of the
contact

(2) The cOlltent. of any such notification must comply with the requirements of paragraph (c) of
____, t:::h,cis"'s:::e:::ctiiio~ll, except that telecommunications carriers inay omit any ofthe folloWing notice provisions ifnot

relevant to the limITeause for whiClillWcamel' seelCSCI'NI:

(1) Carriers need not advise customers that if they have opted-out previollsly, no actioll is needed
to maintain the opt..out election;

(ii) Carriers need not advise customers that they may share CPNI with their affiliates or third
parties and need not name those entities, if the Innited CPNI usage will not result in use by, or disclosure
to, an affiliate or third party;

(iii) Carriers need not disclose the means by which a customer can deny or withdraw future access
to CPNI, so long as carriers explain to customers that the scope ofthe approval the carrier seeks is limited
to one-time use; and

(IV) Carriers may omit disclosure of the precise steps a customer must take iu order to grant or
deny access to CPNI, as long as the carrier clearly communicates that the customer can dcny access to his
CPNI for the call.

111 instances wltere lite Company seeks one-time customer approval for tIle use or disclosure ofCPNI,
tlte Company ootains suclt approvul il! accordance witlt tlte disclosures, metltods and requirements
contallled in Rule 2008(j)•

Section 64.2009 Safeguards required for use of customer proprietary network iuformation.

(a) Telecommunications carriers must iruplement a system by which the status of a customer's
,ePNI approval can be clearly established prior to the use ofCPN!.

TIze Compally's billing system allows autltorized compallY persollllelto easily determine lite status ofa
customer's CPNlapproval on tlte customer account screen prior to tlte use or disclosure ofCPNI.

(h) Telecommunications carriers must train their persounel as to when they are and are not
authorized to nse CPNI, and carriers must have all express disciplinary process in place.

Tlte Company Izas establislted CPNI compliance policies tllllt bwlude empioyee training on restrictions
011 the use and disclosure of CPNI alld required safeguards to protect agaillst unautltorized use or
disclosure ofCPNL Employees have siglled tltat tltey understalld tlze CPNI policies and a violation of
tltosepolicies will result ill discil'lbuuy acJion.

(c) All carriers shall maintain a record, electronically or in some other maMer, of their own and
their affiliates' sales aJld marketing campaigus that use their customers' CPNI. All carriers shall maintain a
record of all instances where CPNI was disclosed or provided to third palties, or where third parties were
allowed access to CPNI. The record must inclnde a description of each campaign, the specific ePNI that
was used in the campaign, and what products and services were offered as a part ofthe campaign. Carriers '
shall retam the record for a miniruum ofone year.

TIze Company's CPNI policies reql/lre tltat all sales and marketing campl/igns illcluding tltose utilizIng
CPNI be recorded alld kept 011 fiie for at least olle year. Records are also maintainedfor disclosure or
access to CPNI by tMrdpanles. Tlte records include lite required ill/ormation listed in Rule 64.2009(c).
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•

(d) Telecommunications carriers must establish a supervisory review process regarding carrier
compliance wifu fue rules In this subpart for out-bound marketing situations and maintain records ofcarrier
compHance for a minimum period of one year. Specifically, sales personnel must obtain supervisory
approval of any proposed ont-bound mlllketing request for customer approval.

The CompUJIy's CPNI policies require employees to obtain approval from the Company's CPNI
(;ompliUJIc'!Jlfflcer (or ail murketing campaig!J§>. Includi!Jg those utilizing CPNIJ!Llor to IItiliatit'g!!tl!!Ifl"'I _
campaign. Record of the marketing campaigns, along witl. Ihe appropriate supervisory approval is
mail1tailledfor at least one year.

(e) A telecommunications carrier must have an officer, as an agent of fue carrier, sign and file
with the Commission a compliance certificate on an annual basis. The officer must state i1t the certification
that he or she has personal koowledge that the company has established operating procedures that are
adequate to ensure compliance with the rules in trus SUbplllt. The carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this subp",t. In addition, the carrier must include an explanation of any
actions taken against data brokers and a summary of all customer complaints received in the past year
conceming the unauthorized release of CPN!. Trus filing must be made annually with the Enforcement
Bureau on or before March 1 in BB Docket No. 06-36, for data pertaining to the previous calendar year.

11.e required officer certification, actions taken againsl data hrokers and summary Of customer
complaint documents are included wi/It tltis accompanying Slalement. Tlte Company will file these
documettts on an atlUual basis on or hejore March 1 for data pertaining 10 tlte previou.f calendaryear.

(1) Carriers must provide written notice within five business days to the Commission of any
instance where the opt-out mechanisms do not work properly, to such a degree that consumers' inability to
opt-out is more than an anomaly.

(1) The notice shall be in the fonn ofa letter, and shall include the carrier's name, a description of
the opt·out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will be/was
i1nplemented, whether the relevant state commission(s) has been notified and whether it has taken any
action, a copy ofthe notice provided to customers, and contact infonnation.

(2) Such notice must be submitted even if the carrier offers other methods by which consumers
may opt-out.

Tile Company does not currelllly solicit "opt oat" customer approvalfor tile use or disclosure ofCPNI.

Section 64.2010 Safeguards on the disclosure of customer proprietary uetwork information.

(a) Safeguarding CPNI. Telecommunications carriers must take reasonable measures to discover
and protect against attempts to gain unauthorized access to CPN!. Telecommunications carriers must
properiy authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact.
online account access~ or an in~store visit.

Tlte Company's CPNI policies and <'II1ployee training include reasonable measures to discover and
prolect agaillst activity tltat is indicative Ofpretexling and employees are Instructed to nollfY tile CPNI
Compliance Officer ifany such activity is suspected.

(b) Telepltone access to CPNI. Telecommunications carriers may only disclose call detail
information over the telephone, based on customer-initiated telephone contact, if the customer fIrst
provides the carrier with a password, as described in paragraph (e) of this section, fuat is not prompted by
the carrier asking for readily available biographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer's address of record, or, by calling the customer at the telephone number of
record. If the custemer is able to provide call detail infonnation to the telecommunications carrier during a
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customer-initiated caU without the telecommllllications carrier's assistance, then the telecommllllications
carrier is permitted to discnss 111e call detail infonnation provided by the customer.

".
The Company's CPNIpolicies ensure that a customer is on{y able to access call detail information over
the telepholle ill Olle of the ways listed in Rule 64.2010(b). If the customer carmot remember their
password, they are prompted to answer a security question. Neither the password nor the security

________-"q!!!!!!!'.!L!!!.~based Oil reai!!ly '!vailable biographical inf!!!!!~!fon or account i!!lorma!lon. Custum~::r:-- _
service representatJves are instructed to authenticate custumers over the telephune in all instances except
in the case where the customer provides tile call detail hiformation witllout the assislilnce uf the
Company.

(c) Online access to CPNl. A telecommunications carrier must authenticate a customer without
the use of readily available biographical information, or account information, prior to allowing the
customer online access to ePNI related to a telecommunications service account. Once authenticated, the
customer may only obtain online access to ePNI related to a telecommunications service account through a
password, as described in paragraph (e) oftllis section, that is not prompted by the carrier asking for readily
available biographical infunnation, or account infonnation.

V,e Company's customers do not current{y have access to their account onlille.

(d) In-8tore access to CPNl. A telecommunications carrier may disclose CPNI to a customer
who, at a carrier's retail location, first presents to the telecommunicatious caITier or its agent a valid photo
ID matching the customer's account infonnatiou.

There are no retai/locations.

• (e) Establishment of a Password and Back-up Authentication Methods for Lost or Forgotten
Passwords. To establish a password, ateleconununications carrier must authenticate the customer without
the use ofreadily available biographicai information, or accollllt information. Telecommunications carriers
may create a back-up customer authentication method in the event ofa lost or forgotten password, but such
,back-up customer authentication mefuod may not prompt the customer for readily available biographical
'information, or acc01mt information. If a customer cannot provide the con'ect password or the correct
respollSe for the back-up customer authentication method, the customer must establish a new password as
described in this paragraph.

V,e Cumpany's CPNI policies allow for a few ways to establish a password, all of which ensure
compliance witll the above paragraph. Each method also allows the customer to establish a baek-up ur
security question in the event that tltey forget their password. In 110 event doeslhe Company use readl{y
available biographical illformation ur account in/ormatloll as a back-up question ur as a means to
establish apassword or authenticate the customer.

(f) Notification of account changes. Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This notification is not
required when the customer initiates service, including the selection of a password at service initiation.
This notification may be through a carrier-originated voicemail or text message to the telephone number of
record, or by mail to the address of record, aud must not reveal the changed information or be sent to the
new account information.

The Company's billing system gellerates a nutijicatiun letter when al'y of the fields listed in Rule
64.201O(f) is created or changeIL The Company immediaiely mails OUI the notijication to the address of
record (never a new address) when required by Rule 64.20IO(f). Tlte content ofthe lUItijication complies
with the requirements ofRule 64.20IO(f).
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(g) Business Custome:r Exemption. Telecommunications carriers may bind themselves
contractually to authentication reghnes other than those described in this section for services tiley provide
to their business customer that have both a dedicated account representative and a contract that specificaily
addresses the carricrs' protection ofCPNI.

TIle Company does not utilize tlte business customer exception at tltis time.

Section 64.2011 Notification of cnstomer proprietary network information security
breaches.

(a) A teleconununications carrier shall notify law enforcement of a breach of its customers' CPNI
as provided in this section. The carrier shall not notify its customers 01' disclose the breach publicly,
whether voluntarily or under state or locai law or these rules, until it has compJeted the process of notifying
law enforcement pursuant to paragraph (b).

(b) As soon as practicable, and in no event later tban seven (7) business days, after reasonable
determination of the breach, the telecommunications carrier shall electronically notify tbe United States
Secret Service (USSS) and the Federal Bureau of Investigation (FBI) through a centrai reporting facility.
The Conunission will maintain a link to the reporting facility at htt]://www.fcc.gov/eb/cpni.

(I) Notwithstanding any state Jaw to the contrary, the carrier shall not notifY customers or
disclose the breach to the'public until 7 full business days have passed after notification to the USSS and
the FBI except as provided in paragraphs (2) and (3).

(2) If the carrier believes that there is an extraordinarily urgent need to notify any cJass ofaffected
custnmers sooner than otherwise allowed under paragraph (I), in order to avoid hnmediate and irrepareble
harm, it shall so indicate in its notification and my proceed to hnmediately notify its affected customers
onJy after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency's request to minimize any adverse effects ofsuch customer notification.

(3) If the relevant investigating agency determines that the pnblic disclosure or notice to
,customers wonld impede or compromise an ongoing or potential crhninal investigation or national security,
snch agency may direct the carrier not to so disclose or notify for an initiai period of np to 30 days. Such
period may be extended by the agency as reasonable necessary in the judgment of the ageucy. If such
direction is given, the agency shall notify the carrier when it appears that public disclosure or notice to
affected customers will no longer hnpede or compromise a criminal investigation or national security. The
agellCY shall provide in writing its initial direction to the carrier, any snbsequellt extension, and any
notification that notice will no longer impede or compromise a crhninal investigation or national security
and such writings shall be contemporaneonsJy logged Oll the same reporting facility that contains records of
notifications filed by carriers.

(c) Recordkeeping. All carriers shaiJ maintain a record, electronically or in some otber manner, of
any breaches discovered, notification made to the USSS and the FBI pursuant to paragraph (b), and
notification made to customers. The record must incJude, ifavailable, dates ofdiscovery and notification, a
detailed description of the CPNI that was the subject of the breach, and the circumstances of the breach.
Carriers shall retain the record for a minimum of2 years.

Tlte Company !las policies alUI procedures in place to ensure compliance wiDl Rule 64.2()1l. WIlen it is
reasonably determined tltat a breaclt Itas occurred, tlte CPNI Compliance Officer will notifY law
enforcement and Its customer in tlle required tlmeframes. A record oftlte breaclt will be maintainedfor
a minimum of two years and will include all information required by Rule 64.2()11.
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